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suboptimal detection accuracy. To address these issues, we integrated variance
analysis and k-means clustering, thereby enhancing computational efficiency
across seven machine learning models evaluated on the UNSW-NB15 and NSL-
KDD datasets. Key metrics included Accuracy, Precision, Recall, F1-Score, Model
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Keywords: Training Time (MTT), and Inference Time (IT). Our feature selection technique

achieved notably lower MTT and IT than existing methods, particularly with the
Network Intrusion Detection Systems; Feature XGB and RF models, which saw MTT drop by 80% and IT by 60% compared to
Selection; Random Forest; Support Vector Machine;  the baseline. This efficiency is pivotal for real-time intrusion detection and
XGBoost; NSL-KDD; UNSW-NB15. resource-constrained NIDS, enabling swift threat response and optimized resource

use. These computational gains emphasize the technique's potential for real-time
network security.

1. Introduction

From a Cybersecurity threat perspective, the last several years have been the most eventful,
especially during and after the COVID-19 pandemic. Globally, the number of connections and devices
is growing faster than the population and the number of internet users, according to Cisco (2020). Also,
in recent times, the rise of novel technologies has heightened concern about cybercrime. The tactics of
cybercriminals are continually advancing as they seek to exploit newly discovered vulnerabilities,
posing a greater risk to individuals and organizations worldwide. Sophisticated attack vectors such as
Advanced Persistent Threats (APT), phishing, distributed denial-of-service (DDoS), Business Email
Compromise (BEC), and ransomware are now prevalent, posing high costs to businesses and
individuals (Park et al., 2023). This is essentially due to the continuous expansion of networks,
increasing complexity, the vast amounts of data and applications involved, and the rapid transition to
an increasingly digitalized economy, especially in Africa’s largest economy, Nigeria (Interpol, 2023).
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A total of 37 African nations have established universal access funds to extend Internet coverage
across their countries. As a result, the African continent now boasts one of the fastest rates of
connectivity expansion globally (Interpol, 2023) — this indicates a significant increase in cybercrime
and threats faced by organizations.

Increased digitization makes strong cybersecurity more important than ever; hence, intelligent
systems must be able to achieve a goal even in the presence of adversaries. These goals (security
policies) are key characteristics of information that make it valuable to an entity or organization. For
any entity or organization to protect its assets, the goal often falls into one of three categories: to protect
the confidentiality, integrity, and availability of information (Whitman & Mattord, 2019). After
identifying assets and their values, information systems must include the appropriate mechanisms or
controls to enforce security policies to protect those assets. These security controls can typically be
categorized into detection and prevention mechanisms. Prevention mechanisms prevent security
policies from being violated, e.g., passwords, encryption, biometric authentication, firewalls, etc.,
while detection mechanisms detect violations, e.g., motion sensors, honeypots, Intrusion Detection
System (IDS), etc. (Gollmann, 1999).

Protecting assets against present-day threats and learning how to identify and assess future threats
are crucial aspects of cybersecurity. It involves understanding the risks and rewards for adversaries, as
well as the costs and benefits for individuals and organizations (Chaudhary et al., 2023). Achieving
comprehensive cybersecurity is challenging but essential, and efforts must be made to secure all
possible entry points while understanding that an adversary only needs to find one vulnerability.
Security Mechanisms must include early detection and prevention of intrusions that will/may
compromise the confidentiality, integrity, and availability of assets (Gollmann, 1999). The focus
should not solely be on prevention but also on detection. Even if an adversary breaches defenses, quick
detection can minimize the impact on the affected party and disrupt the adversary's advantage.
Prioritizing proactive security measures can dissuade potential attackers, ultimately making an
individual or organization a less appealing target (Kaur et al., 2023).

Intrusion Detection is a technique in computer networks for detecting various forms of attack on a
network or system (Buczak & Guven, 2016). An intrusion detection system is a piece of hardware or
an application that monitors for policy violations or malicious behavior on a system. There are two
main types of intrusion detection systems: network-based and host-based (Mahmoud et al., 2025). One
system that keeps an eye on all the traffic entering a network is called a network-based intrusion
detection system (NIDS). In contrast, a host-based intrusion detection system (HIDS) resides on a host
machine and monitors all activities running on that machine (Whitman & Mattord, 2019). Network
traffic is compared against a knowledge base to differentiate between normal and malicious activity
patterns in a network-based IDS (Acharya & Singh, 2017).

Network-based IDS (NIDS) are of two main types: signature-based and anomaly-based. Signature-
based IDS scans all incoming data packets for known malicious activity by comparing them to a
database of signatures. These signatures consist of attributes that specify predetermined attack patterns
(Tamy et al., 2021). An anomaly-based IDS, on the other hand, typically relies on knowledge of normal
behavior to build a baseline or model and then checks and compares network activity against the
baseline using statistical techniques so it can flag any abnormal behavior (Kayacik et al., 2005).

Because it searches for any abnormal behavior, an anomaly-based IDS can detect new forms of
attack; however, it requires significant processing power and overhead and is also prone to false alarms
(Whitman & Mattord, 2019). Determining effective IDS models for normal behavior — which normally
requires human intervention - can be a very demanding task, especially in large and complex systems
due to the amount of generated network traffic. To curb the challenges and improve legacy security
solutions, the attention of both industry and academia has turned to intelligent security solutions, such
as Artificial Intelligence (Al) and machine learning, to enhance the efficiency of IDSs (Abdulhammed
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et al., 2019; Al-Turaiki & Altwaijry, 2021; Aljehane et al., 2024; Bhati et al., 2020; Mohammed et al.,
2023; Singh & Keikhosrokiani, 2023).

Machine Learning (ML) is a branch of Al that focuses on developing systems that can improve
their performance through experience, i.e., by learning from data (Baba et al., 2018). ML approaches
are broadly divided into supervised and unsupervised learning. Supervised learning is where models
learn from labeled examples, while in unsupervised learning, patterns within the data are discovered,
even without predefined outputs. Classification and regression are examples of supervised learning,
while clustering and dimensionality reduction are examples of unsupervised learning. The set of rules
that ML algorithms learn is called a model. Once a model has been built, new observations can be fed
into it, and predictions will be made for those observations. The process by which the model is learned
is called the algorithm (Nsang & Baba, 2018; Rhys, 2020).

Dimensionality reduction is an unsupervised learning technique that simplifies data by reducing
its feature space while preserving essential information, i.e., retaining the most informative features
and eliminating the irrelevant or redundant ones. It is particularly useful for visualizing or processing
high-dimensional datasets (Nsang et al., 2015). Some common approaches to dimensionality reduction
include Principal Component Analysis (PCA), Variance, Random Projection (RP), and Singular Value
Decomposition (SVD), among others (Baba et al., 2018). However, many existing dimensionality
reduction techniques may not be optimized for the unique characteristics of intrusion detection
datasets. This is because of the complex nature of network data, which can lead to compromised
detection accuracy, loss of critical information, or excessive computation time (Akashdeep et al., 2017;
Shandilya et al., 2023).

ML is not only used to defend against cyberattacks, but also to conduct cyberattacks (Xu, 2020).
This means that soon there will be competition in using Machine Learning and other Artificial
Intelligence technologies for both cyberattacks and defense against them. Therefore, Machine
Learning is an indispensable component in securing cyberspace (Adenusi et al., 2025; Chinnasamy et
al., 2025; Fang & Leng, 2025). This makes it necessary to stay up to date in developing new tools that
will aid in the battle against cyberattacks, and ultimately, an aggressive push is expected towards
proactive and advanced analytics that can augment the network defense systems in efforts to identify
new threats and variants of earlier threats (Hande & Muddana, 2020; Kaur et al., 2023; Khraisat et al.,
2019; Singh & Keikhosrokiani, 2023).

The domain of network intrusion detection systems faces a significant and persistent challenge in
efficiently analyzing vast, complex datasets, as it primarily deals with many observations gathered
from network traffic (Nimbalkar & Kshirsagar, 2021). Issues such as increased computational time,
overfitting, and reduced model interpretability affect traditional machine learning methods when
dealing with high-dimensional data (Acharya & Singh, 2017). By transforming data into a reduced
feature space while preserving relevant information, dimensionality reduction offers a potential
solution to these challenges (Baba et al., 2018). However, Potential information loss, decreased
detection accuracy, and subpar performance are all possible outcomes if current dimensionality
reduction approaches are not properly tailored to NIDS's unique requirements (Akashdeep et al., 2017,
Bansal & Kaur, 2019; Shandilya et al., 2023; Zong et al., 2019).

According to Alsaleh and Binsaeedan (2021), data preprocessing and model training are key factors
that determine the final detection capabilities and efficiency of Network Intrusion Detection Systems.
The features considered during preprocessing and model training have a significant impact on NIDS
detection rate, making this stage the most important in the IDS process. Furthermore, redundant,
imbalanced, and ineffective features commonly contribute to the variability in classifier performance
across datasets (Wu & Li, 2021). There are substantial time and labor costs associated with this
preprocessing stage.
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To address these challenges, researchers have proposed approaches that optimize IDS efficiency
by integrating feature selection and multiple machine learning techniques (Aljawarneh et al., 2018;
Almasoudy et al., 2020; Bojarajulu et al., 2021; Damtew et al., 2023; Faris et al., 2023; Hao et al.,
2018; lwendi et al., 2020; Kamarudin et al., 2019; Lifandali et al., 2023; Malhotra & Sharma, 2019;
Mohammadi et al., 2019; Nimbalkar & Kshirsagar, 2021; Sumaiya Thaseen & Aswani Kumar, 2017;
Tamy et al., 2021; Zhang et al., 2016; Zhang et al., 2023). A lot of these approaches, however, yielded
unsatisfactory results in terms of network traffic packet data imbalance issues, detection accuracy,
detection rate, precision, recall, and false alarm rate in the NIDS (Dubey & Bhujade, 2021; Hao et al.,
2018).

In this context, there is a strong need for more approaches tailored to NIDS requirements. This
research attempts to bridge this gap by proposing a novel approach that integrates two separate
statistical techniques - variance analysis and k-means clustering preservation. This research, therefore,
aims to select an optimized subset of features from the original dataset, thereby enhancing the
performance of ML algorithms applied to NIDS.

2. Literature Review

Acharya and Singh (2017) proposed a hybrid intrusion detection model that combines the
intelligent water drops (IWD) method to reduce features and the support vector machine (SVM) to
evaluate the reduced features. The performance of the proposed hybrid technique was compared with
that of SVM, Naive Bayes, K-means, and a combination of Genetic Algorithm (GA) and SVM, on the
KDD CUP 99 dataset. IWD + SVM outperformed GA + SVM, achieving a detection rate of 97.19%
compared to 99.41%. With an accuracy of 99.09%, the proposed model outperformed GA + SVM with
97.76%. The precision and false alarm rates for the proposed model are 99.12% and 1.41%,
respectively, whereas GA + SVM achieves 98.11% and 2.40%, respectively. Overall, the performance
of the proposed model was better than that of the other existing models it was compared against.
However, the model was not evaluated on recently captured data.

Hao et al. (2018) proposed a new Feature Selection technique that combines five feature selection
methods to choose the most important features by using the majority voting rule. The authors then
used an SVM with the proposed technique (25 features) to improve IDS performance. Experiments on
the NSL-KDD dataset show that the proposed technigque outperforms SVM without Feature Selection.
However, the authors reported a relatively low accuracy of 76.46% and did not address the dataset's
imbalance. There is also no report of the preprocessing steps used.

A dimensionality reduction method that reduces the dimension of data using a combination of
Symmetric Uncertainty, Chi-Squared, and ReliefF to select the most important features was proposed
by Bansal and Kaur (2019). The authors used the NSL-KDD and CICIDS 2017 datasets for the
experiment. They compared the performance of their proposed technique with that of the classifiers
without it and found that the classifiers' performance improved when their technique was used. They
used four machine learning algorithms: Extreme Gradient Boosting Machine (XGBoost), Support
Vector Machine (SVM), Neural Network, and Conditional Inference Tree (CTree)Nnet, and reported
that XGBoost outperformed the other three classifiers with an accuracy of 98.85% when the proposed
technique was used, as against 94.3% without the proposed technique. However, the authors failed to
address the data imbalance in the datasets.

A NIDS model was developed by Kim et al. (2020). The authors employed Recurrent Neural
Networks (RNNs) and Convolutional Neural Networks (CNNs) to address challenges in network
intrusion detection. They conducted evaluations using well-established metrics, including Precision,
Accuracy, Recall, and F1-Score, on two diverse datasets: CSE-CIC-1DS2018 and KDD CUP99. While
previous deep learning-based studies on the KDD dataset typically focused on binary classifications,
distinguishing benign traffic from attacks across all categories, this work innovatively addressed the
multiclass classification problem. Specifically, it aimed to distinguish among the four distinct attack
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categories within the KDD dataset. However, this study had certain gaps, such as the lack of feature
selection, and was limited in scope, focusing primarily on Denial-of-Service (DOS) attacks.
Additionally, the proposed CNN model outperformed the RNN model in terms of accuracy, especially
on the KDD dataset, where it consistently achieved 99% accuracy in both binary and multiclass
classifications. However, the resource-intensive nature of the process and the RNN model's lower
performance, especially on the CSE-CIC-IDS 2018 dataset, have identified areas where further
research and optimization may be useful for IDS.

Using the CICIDS2017 dataset, which was created for IDS research, Alfrhan et al. (2020)
conducted experiments with three classifiers — random forest, naive Bayes, and k-nearest neighbors
(K-NN) —on the entire unbalanced dataset. After that, the authors used the SMOTE method to compare
the results of balanced and unbalanced datasets. Based on the overall performance of the Decision
Forest, SVM, and Decision Jungle classifiers, applying the SMOTE approach improved performance.
However, neither Feature Selection nor normalization techniques were reported by the authors during
preprocessing.

Another study that was recently conducted by Ashiku and Dagli (2021) worked on enhancing IDS
efficacy using deep learning techniques. To address the challenge of identifying known and zero-day
network behavioral features, they used a combination of Convolutional Neural Networks (CNNSs) and
Recurrent Neural Networks (RNNs). The authors acknowledged deep learning's potential to enhance
IDS systems with adaptive learning capabilities. They used a deep learning classification architecture
combined with semi-dynamic hyperparameter tuning. Their proposed approach outperformed similar
deep learning-based network IDSs by leveraging enhancements to multiclass models. The overall
accuracy rates of 95.4% and 95.6% that were achieved for both pre-partitioned and user-defined
multiclass classifications highlight this enhancement. However, the study did not include feature
selection procedures or data on the False Alarm Rate; the model also has a low detection rate, among
other shortcomings.

Another research was conducted by Alsaleh and Binsaeedan (2021) on the impact of feature
selection on anomaly intrusion detection in network security. The authors proposed the Salp Swarm
Algorithm (SSA) as a powerful tool for enhancing feature selection in ML-based IDSs. The research
showed that the choice of functions during data preprocessing and model training significantly affects
the speed of intrusion detection. They overcame this obstacle by using SSA to improve model
performance by selecting the most appropriate features. The network anomaly detection model was
built using two classification methods: naive Bayes (NB) and extreme gradient boosting (XGBoost),
in combination with SSA (i.e., SSA-XGBoost and SSA-NB).

The results of the research demonstrated the effectiveness of using SSA to select features,
achieving a high detection rate, a low false alarm rate, and high accuracy. The suggested model
demonstrated exceptional detection capabilities, surpassing other approaches with a recall of 99.1%
and a False Negative Rate of 0.6%. However, it's worth noting that the proposed technique was
outperformed by another algorithm (SVM-SPDO-BPSO), and the authors did not report on the
Inference Time of the proposed technique, indicating that further improvements are needed in feature
selection technigues to increase the detection rate. To improve the model's overall performance, it is
crucial to address data imbalance and investigate techniques tailored to different datasets.

Another common challenge in this domain is the variability of classifiers across datasets, which is
often an obstacle in real-world applications. This aligns with the problem addressed in Wu and Li
(2021) and is often attributed to redundant features. A comprehensive framework incorporating feature
selection and multiple ML techniques was by Wu and Li (2021). The feature selection approaches used
in the work include Correlation-based Filter (CBF), Fast Correlation-based Filter (FCBF), and
Consistency approaches (CM), along with Random Forest and Back Propagation algorithms on two
well-known intrusion detection datasets, namely KDD CUP99 and Honeynet. Their proposed method
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achieved 94.8% accuracy, underscoring the need for more innovative approaches to improve NIDS
detection accuracy.

Dubey and Bhujade (2021) proposed two (2) feature selection techniques - Dense FR and Sparse
FR - which are used to generate ideal feature subsets for ML-based IDS. Their findings suggest that,
when using Naive Bayesian Classifiers and One vs. Rest Classifiers via Logistic Regression, the
proposed techniques perform better than a Multilayer Perceptron. The authors were silent about the
dataset's imbalance and concluded that their technique might not be the ideal approach to feature
selection, even though it slightly boosts the performance of some classifiers.

Herrera-Semenets et al. (2021) proposed a novel feature selection algorithm tailored to IDS. The
algorithm offers a more comprehensive approach to feature selection by combining many indicators.
However, the authors did not directly compare the proposed feature selection algorithm with existing
algorithms on the same dataset, thereby providing a more reliable estimate of its performance. Much
of the work we have reviewed in the NIDS domain focuses on improving feature selection methods,
particularly filter-based methods that have been proven effective at identifying relevant features in this
domain. These reviewed studies noted that one notable limitation that leads to bias in feature selection
is reliance on a single indicator, which can inadvertently exclude relevant features.

Classification algorithms work best on uniformly distributed datasets. In addition, most real-world
applications typically exhibit an uneven distribution of classes. Class imbalance is therefore
acknowledged as a difficult issue for data mining and machine learning methods. The class with a
larger number of instances in an unbalanced dataset is referred to as the major class, and the class with
a relatively smaller number of instances is referred to as the minor class. The main cause of class
imbalance is that most instances and examples come from the majority class, whereas the minority
class has few. Many algorithms prioritize classifying the major class while neglecting or even
misclassifying the minority class, leading to this issue.

Based on the above literature, building IDS models using old datasets, low detection rates, data
imbalance, high inference time, and the lack of comparison between Feature Selection algorithms
proposed in several studies and other baseline algorithms on the same dataset are among the major
concerns in NIDS research. Hence, this work set out to address these lingering issues by proposing a
novel Dimensionality Reduction technique tailored to the specific demands of Network Intrusion
Detection Systems to enhance accuracy, efficiency, model training time, and inference time.

3. Methodology

This section presents the NIDS architecture, which models the steps involved in selecting features
from the datasets used to build the ML models. Figure 1 shows a Machine Learning pipeline that uses
the UNSW-NB15 and NSL-KDD datasets to build a network intrusion detection system. Two datasets
were used mainly because a single dataset would not be sufficient to draw conclusions about the
robustness of the methods involved (Alam et al., 2025).

Exploratory Data Analysis (EDA) is first conducted on the datasets to gain deeper insights, and
then data cleaning is performed to remove redundant data and fill in missing values. One-Hot Encoding
for categorical variables, and Min-Max Normalization to scale features are the first steps in the
pipeline's data pre-processing phase. After that, we use the Synthetic Minority Over-sampling
Technique (SMOTE) to fix the dataset's class imbalance. The data is then split into a training and a
test set during the train-test split. The training set is passed on to the feature selection stage.

At the next stage, models are trained using several classification algorithms, including K-Nearest
Neighbors (KNN), Support Vector Machine (SVM), Logistic Regression (LR), Random Forest (RF),
Naive Bayes (NB), XGBoost, and a Multi-Layer Perceptron (MLP). After training, the features
selected from the test dataset are used in the final evaluation phase. Model performance is then assessed
using metrics such as Accuracy, Precision, Recall, and F1-score, along with computational indicators
such as Model Training Time (MTT) and Inference Time (IT).
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Figure 1. Network Intrusion Detection System Architecture.

3.1 Data Collection and Preprocessing

This section provides basic information about the datasets used for the work. The datasets are
collected from various sources, including NSL-KDD and UNSW-NB15. These datasets contain
various types of cyberattacks, including probing, denial-of-service, and other forms. While UNSW-
NB15 includes more relevant and diverse forms of cyber-attacks, NSL-KDD is an improved version
of the KDD Cup 1999. Preliminary data processing includes handling missing values, removing
irrelevant features, and normalizing the data. The missing values are processed using conditional
calculation.

One-Hot Encoding (OHE) was used to transform categorical features in both datasets. In OHE,
each distinct category is assigned its own column in the resulting representation, allowing algorithms
to precisely interpret the data and retain categorical information (Raschka & Mirjalili, 2019).
Mathematically, OHE is represented as in (1).

_ (1, if x; = category
OHE(x;) = { 0, Otherwise @

Where x; represents the categorical variable and category represents one of the categories within
the variable.

Classification techniques perform well when applied to a dataset that is evenly distributed.
However, real-world applications often exhibit uneven class distributions. In an unbalanced dataset,
the class with the greater number of instances is the major class, while the class with a relatively
smaller number of instances is the minor class. The imbalance problem refers to a situation in which
the majority class contains many more examples than the minority class.

Both sets of data showed class imbalance, with a disproportionately high number of harmless cases
compared to attack cases. To address the potential bias caused by this imbalance and ensure that the
models generalize effectively, the Synthetic Minority Over-sampling Technique (SMOTE) was
utilized, as shown in Figure 2.

SMOTE functions by creating synthetic (artificial) instances of the minority class (attacks),
effectively balancing the class distributions. In other words, it is a data augmentation technique that
generates synthetic samples for the minority class to balance the class distribution in the dataset.
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Empirical evidence shows that this method enhances classifier performance on imbalanced datasets by
preventing models from being biased towards the majority class (Chawla et al., 2002).

50.0%

label

50.0%

0

Figure 2. Distribution of the target variable after applying SMOTE to both datasets.

Normalization is an important part of many ML algorithms to make sure that all features have an
equal impact on the model's predictions. The process of normalization prevents features with larger
ranges from dominating the learning process (Raschka & Mirjalili, 2019). In this work, all features
were normalized before the data was fed into the machine learning models to ensure they were all on
the same scale. Numerical data is commonly scaled to the interval [0, 1] using techniques such as Z-
scores and min-max scaling. In particular, the Min-Max normalization method was used in this
research, which, as shown in (2), maps feature values to the interval [0, 1].

X XMin (2)
Xmax — Xmin

where X represents the original feature value, X, is the minimum value of the feature, and X,

is the maximum value of the feature (De Amorim et al., 2023).

XNormatized =

3.2 Feature Selection

After the preprocessing step and SMOTE, the feature selection phase follows. Finding the most
important features in the preprocessed datasets is the goal at this stage. Using a combination of two
statistical metrics, variance and k-means clustering preservation, the preprocessed and split datasets
are subjected to the PFS technique to identify the most pertinent features in the dataset.

Features with the highest variability are identified using variance analysis, potentially capturing
significant data patterns (Karami et al., 2023). K-means clustering preservation ensures that features
maintain the underlying data structure, fostering the discovery of intricate intrusion patterns (Baba et
al., 2018). To obtain a score for each feature, the proposed technique combines the metrics by assigning
weights to each and summing them. To find the optimal combination of weights that maximizes the
performance of the ML algorithms, we use a grid search.

3.2.1 Variance

Features with higher variance are more likely to capture significant data trends; this is where the
variance approach focuses (Karami et al., 2023). Algorithm 1 shows the process for applying the
variance technique to reduce dataset D to dataset DR.

DR =D (:,Ir), (3)

where DR has the same number of rows as D and r columns, and the i-th column of DR is the

column of the original dataset D with the i-th largest variance (Baba et al., 2018).
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Algorithm 1: Feature Selection based on Variance Approach

Input: $D$: Original dataset with n features. : Number of top features to select.

Output: Dg: Reduced dataset containing top r features.

1. Initialize an empty set I « @.

2. Calculate the variance ajz for each dimension (feature) j in D.

3. Sort all dimensions in descending order based on their variances: i, i,, ..., i,,, where
o} 20l 220,

4. Select the top r dimensions: I « {iy, iy, ..., i,-}

5. Construct the reduced dataset Dy by extracting columns corresponding to the indices
in [ from the original dataset : D, = {d € D | feature index of d € I}.

6. Return Dp.

3.2.2 K-Means Clustering Preservation
The goal of the k-means clustering preservation technique, often referred to as the top-down
approach (Nsang, 2011), is to find a lower-dimensional representation of the high-dimensional dataset
D that preserves the k-means clustering structure of the original data as much as possible. The process
is given in Algorithm 2.
Algorithm 2: K-means Preservation Feature Selection
Input: D (dataset), p (features), m (target)
Output: Dy, (reduced dataset)

1. R« K—means(D)

2 Leyrr < {1, ..., 0}

3. tep-—1

4. whilet >mdo

5.  LC« {CC Ly ICl=t)
6

7

8

9

AM < @
foreach C € LC do
R, « K —means(D|.)

. score « RandIndex(R,R.)
10. AM « AM U {(C, score)}
11. end for
12. L, «arg arg (AM)

13. Leyrr < Lo
14t «t -1
15. end while
16. Dy < D|,,
17. return D,

The key idea here is to iteratively reduce the number of attributes by one at each step, while
preserving the k-means clustering as much as possible. The algorithm starts with all p-1 attribute
combinations, finds the best one, then considers all p-2 attribute combinations from the best p-1 set,
and so on, until reaching the desired m dimensions.

This top-down approach ensures that the final lower-dimensional representation DI closely retains
the clustering structure of the original high-dimensional data D, as measured by the chosen clustering
performance measure (Rand).

3.2.3 Proposed feature selection technique

The proposed feature selection technique combines the variance approach and the k-means
clustering preservation approach by assigning weights to each metric and summing them to obtain a
score for each feature. The weights are optimized using a grid search, which evaluates the best
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combination of weights to maximize the performance of the ML algorithms. The Algorithm for the
Proposed Feature Selection (PFS) technique is given in Algorithm 3.

Algorithm 3: PFS Algorithm

Input: Original dataset with n samples and m features

Output: Reduced feature subset for intrusion detection

vj€{l,..,pkof = ﬁ n, (xi]- — ﬁ)z

L, = sort({1, ...,p}) by ¢?

R = argming ¥}, ersi“x - .“illz

Vi€{l,..,p:S = Silhouette(Dj,R)

L, =sort({1,..,p}) by S

vj €{1,..,p}:Score(j) = 0.6 - pos(j,L,) + 0.4 - pos(j, L,)
Iyest = U1rJ2s - Ji} where Score(j) is max Dpgs = Dy, .,

Nk wN P

Return Dppg

The algorithm's operating principle is as follows:
Step 1: Feature Selection using Variance Analysis
i.  Calculate the variance of each feature across the dataset.
ii.  Generate a list L1 such that L1[i] = p if p is the i-th attribute with the largest variance.
Step 2: Clustering Preservation using K-means
i.  Apply the K-means clustering algorithm on the original dataset.
ii.  Obtain cluster assignments for each data point.
iii.  For each feature in the original dataset, calculate its silhouette score based on how well it
preserves the k-means clustering of the original dataset.
iv.  Generate a list L2 such that L2[i] = p if p is the i-th attribute that best preserves k-means
clustering.
Step 3: Combined Feature Subset
I.  The feature selection criteria from Steps 1 and 2 are combined to form the overall selection
criterion, which is then used to select k attributes from the original dataset to produce the
reduced dataset.
ii.  Incombining the feature selection criteria from Steps 1 to 2, variance is given a weighting
of 6, and k-means clustering preservation is given a weighting of 4.

3.2.4. Correlation-based Feature Selection

Machine learning uses the dimensionality reduction approach known as Correlation-based Feature
Selection (CFS) to identify relevant features in a dataset. By considering both the individual predictive
power and the redundancy among features, the CFS evaluation process determines the value of a subset
of features. The fundamental premise is that effective feature subsets consist of features that are highly
correlated with the target class and uncorrelated with one another (Hall, 1999). This reduces
redundancy and enhances the model’s overall predictive power. The merit of a feature subset S
consisting of k features is given in (4).
k. rCf
Merit (S) = —

Jk+k(k— 1).77¢ “)

where K is the number of features in the subset S, 7. is the average correlation between the features
and the class label, ¢, and is the average inter-correlation among the features in the subset S.
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The numerator k. r., represents the total correlation of all features with the class. Multiplying the
average feature-class correlation 7., by the number of features k gives a measure of how well the
features, collectively, correlate with the class.

The denominator \[ k + k(k — 1).7¢, represents a measure of redundancy among the features. The

term k accounts for the individual contribution of each feature, while k(k — 1).r¢, accounts for the

pairwise correlations among the features, adjusting for redundancy.

3.3 Classification Techniques

In the classification stage, the selected features are used to train and test various ML models.
According to Wolpert and Macready (Wolpert & Macready, 1997), the "No Free Lunch" theorem and
related empirical evidence suggest that no classification algorithm is universally superior. The
effectiveness of an algorithm depends on the context, i.e., the dataset and the problem at hand. To
determine which algorithm works best for a specific problem, researchers usually try multiple
algorithms and often use cross-validation to identify the best-performing one. A brief description of
the algorithms used in this work is covered in the following subsections.

3.3.1 K-Nearest Neighbor

One of the simplest and most straightforward ML algorithms is the K-Nearest Neighbors (KNN)
algorithm. The core idea behind KNN is to determine the class of a new data instance by considering
the labels of its k closest neighbors in the dataset. K in KNN is a parameter that specifies how many
nearby points are considered and is chosen by the user, usually as a relatively small positive integer
(Chio & Freeman, 2018; Cover & Hart, 1967). Figure 3 illustrates the KNN method in a two-
dimensional space, where data points belong to two categories: rectangles for Class 1 and triangles for
Class 2. The aim here is to predict the class of the new unclassified data point, which is represented by

a question mark (*?"). This will be done based on its nearest neighbors.

Lo K-Nearest Neighbors (KNN) Visualization
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Figure 3. Visualizing the K-Nearest Neighbor classification process
The first step is to determine the nearest neighbors, and the second step is classification based on
the chosen K value and a majority vote. If K is small (e.g., 3), the algorithm considers the three closest
neighbors to the unclassified point. If K is larger (e.g., 5), it considers a larger neighborhood. The
unclassified point (*?") is then classified into the class that most of its nearest neighbors belong to.
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In essence, the KNN algorithm uses proximity to classify new data points. By adjusting the value
of K and observing the decision boundaries (inner and outer circles), we can understand how the
algorithm adapts to classify data points based on their nearest neighbors in a 2-dimensional feature
space.

3.3.2 Naive Bayes

Naive Bayes (NB) is a probabilistic classifier based on Bayes' Theorem, assuming that the features
are conditionally independent given the class label. It is a simple yet very effective method. The
probability of a class C given a feature vector x,, x5, ..., x, 1S given in (5).

n

P(x) o« P(C) 1_[ P(C) 5)

where P(C) is the prior probability of class C, and P(C) is the likelihood of feature x; given class
C (Bonaccorso, 2017; Chio & Freeman, 2018; Murphy, 2012).

3.3.3 Random Forest

Random Forest (RF) is an ensemble technique used for classification and regression applications.
During training, it generates many decision trees and then combines their predictions to improve the
classifier's overall performance and accuracy. To improve generalization and decrease overfitting,
each tree in the forest is trained on a randomly selected subset of features and a random subset of data
(Breiman, 2001; Chio & Freeman, 2018). Equation (6) summarizes the RF prediction process.

y = majority vote (T,(x), T,(x), ..., T, (x)) (6)

where T;(x) represents the prediction from the i-th decision tree.

3.3.4 Logistic Regression

For binary classification, one commonly used statistical method is Logistic Regression (LR). It
predicts the probability that an input belongs to a specific class. A classification decision is made based
on the output, which is a probability value between 0 and 1 (Chio & Freeman, 2018; Raschka &

Mirjalili, 2019).
The Logistic Regression model is summarized in (7)
P(x)= olw-x+b) (7)
where a(z) = is the sigmoid function, w is the weight vector, X is the feature vector, and b

. ] 1+ e~ 2
is the bias term.

3.3.5 Support Vector Machine

Supervised learning techniques such as Support Vector Machines (SVMs) are useful for regression
and classification tasks. Its primary function is to find the hyperplane that divides the feature space
into classes. SVMs aim to maximize the margin between support vectors (data points from different
classes) to optimize their separation. Several domains use SVMs, including intrusion detection, pattern
recognition, image classification, bioinformatics, and text classification. SVMs excel in problems with
complex decision boundaries (Chio & Freeman, 2018; Mello & Ponti, 2018).

The decision function for a linear support vector machine is given by (8).

f(x) =sign(w - x + b) (8)
where w is the weight vector, x is the feature vector, and b is the bias term. The objective is to

maximize the margin ﬁ subject to the constraint that all data points are correctly classified [69]. The

sign function outputs the sign of its input.
The sign function sign(z) = {+1,if z > 0; 0,if z=0; —1,if z < 0.

3.3.6 Extreme Gradient Boosting

Extreme Gradient Boosting (XGBoost) is a popular ensemble learning algorithm. XGBoost utilizes
machine learning algorithms within the Gradient Boosting framework. It is a very portable, adaptable,
and efficient distributed gradient boosting library that has been optimized. Due to its reputation for
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speed and efficiency, XGBoost is widely used with structured/tabular data and is commonly employed
in many domains that work with high-dimensional data (Chen et al., 2018). Equation (9) shows the
prediction of an ensemble of K trees.
K (9)
fi= ) filxd
k=1

where f;, represents the k-th tree in the ensemble. Each tree is trained to minimize the objective

function given in (10).
L= ) 10u9)+ ) () (10
i k

l
where [ is a differentiable loss function (e.g., squared loss for regression), and Q(f;) is a
regularization term to prevent overfitting

3.3.7 Multi-Layer Perceptron

A Multi-Layer Perceptron (MLP) is a type of artificial neural network composed of several
interconnected layers: an input layer, one or more hidden layers, and an output layer. In this
architecture, neurons are connected through weighted links, allowing information to pass from one
layer to the next. To form a fully connected structure that enables the network to learn complex patterns
in the data, each neuron in each layer typically connects to every neuron in the following layer. MLPs
can model complex data interactions since they employ non-linear activation functions (Mello & Ponti,
2018). Equation (11) shows the output of a neuron in an MLP.

where h; is the activation of the neuron, w;; are the weights, x; are the inputs, b; is the bias term,

and ¢ is the activation function (e.g., sigmoid, tanh, ReLU). The final output layer typically uses a
softmax function for classification, as shown in (12).

e’k
P(x) = b

where z, is the weighted sum of inputs to the k-th output neuron (Goodfellow et al., 2016).

3.4 Model Evaluation

The model evaluation stage assesses the PFS's performance using metrics derived from the
Confusion Matrix. These metrics include accuracy, precision, recall, F1-score, False Positive Rate
(FPR), and False Negative Rate (FNR). Here, the inference time (IT) and the model training time
(MTT) are also computed. The evaluation is carried out using cross-validation, which repeatedly splits
the data into training and test sets and averages performance across the splits. To evaluate the
performance of the PFS, we can compare how well models constructed using all features from the
UNSW-NB15 and NSL-KDD datasets perform to those selected using the PFS. Additionally, the
performance of an existing feature selection approach (CFS) is compared to that of PFS.

Also measured are the inference time (IT) and the model training time (MTT). How long it took to
train the ML model on the dataset is shown by MTT. It demonstrates how well the training process
uses computational resources. It is preferable to have a lower MTT for quicker model building.
Furthermore, the time it takes for the trained model to generate predictions using unseen data is known
as Inference Time, and it is also assessed in this study. Rapid response times are essential to reduce
attacks in the ever-changing cybersecurity landscape, and IT plays a key role in real-time intrusion
detection.

(12)
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3.4.1 Cross Validation

One of the statistical methods used to test a model's ability to generalize is cross-validation (CV).
This method involves splitting the data into distinct subsets, training the model on some of them, and
evaluating its performance on the remaining subsets. This is depicted in Figure 4. Using multiple train-
test splits provides a reliable measure of how the model will perform on unseen data (Talukder et al.,
2024). CVs are of different types, including k-fold, leave-one-out (LOOCV), and stratified k-fold.

As illustrated in Figure 4, the model is trained k times, with each fold serving as the test set exactly
once. LOOCV is a special case of K-fold, where k equals the total number of data points. In LOOCV,
each data point is used once as the test set, while the model is trained on all the remaining n — 1 points.

To maintain class proportions in classification tasks, Stratified k-Fold CV partitions the data into
k folds so that the target variable is equally distributed across all folds (Talukder et al., 2023). CV
makes better use of scarce data by estimating model performance more accurately than a single train-
test split and by ensuring that every data point is used for both training and testing. On the other hand,
it requires repeated model training, which can be computationally costly for complex models and large
datasets (James et al., 2015).
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Figure 4. 10-Fold Cross Validation (Zhang et al., 2016).

3.4.2 Confusion Matrix

The performance of an algorithm can be visualized in a tabular form using a confusion matrix. The
confusion matrix is a 2x2 table that summarizes the performance of a classification algorithm for a
binary classification problem, which is common in NIDS (e.g., distinguishing between normal and
malicious traffic). The matrix can also be used for multi-class classification (Thomas et al., 2020).
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Confusion Matrix

0 (Normal)

True Label

1 (Anomaly)
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0 (Normal) 1 (Anomaly)
Predicted Label

Figure 5. Confusion matrix

For reference, the confusion matrices depicted in this work contain four distinct combinations of
true and predicted labels, distributed across their rows and columns. Each row corresponds to the
true/actual labels of the instances in the dataset, and each column corresponds to the predicted labels
assigned by the model, as captured in Figure 5. The row labeled 1 corresponds to the true label of
"attack™ instances, and the row labeled O corresponds to the true label of "normal” instances. The
column labeled 0 corresponds to the predicted label of "normal” instances, and the column labeled 1
corresponds to the predicted label of "attack" instances. Therefore, each of the four (4) cells in the
matrix represents the intersection between the actual and predicted labels, distributed across its rows
and columns as follows:

I. True Negatives (TN): Instances that are negative (normal) and predicted as negative. These

are in the top-left cell (row 1, column 1).

ii. False Positives (FP): Instances that are negative (normal) but predicted as positive
(anomalies). These are in the top-right cell (row 1, column 2).

iii. False Negatives (FN): Instances that are positive (anomalies) but predicted as negative
(normal). These are in the bottom-left cell (row 2, column 1).

iv. True Positives (TP): Instances that are positive (anomalies) and predicted as positive. These
are in the bottom-right cell (row 2, column 2).

The four (4) cells can be used to compute various performance metrics as captured below. Note
that the values range from 0 to 1 (or 0% to 100%). For some metrics, the higher the better, while for
others, the lower the better (Acharya & Singh, 2017; Murphy, 2012)..

a) Accuracy: The ratio of correctly predicted instances to the total number of instances (both
normal and attack). It provides an overall measure of the performance of the model but
can be misleading if the dataset is imbalanced. It is computed using the in (13). A higher
proportion of accurate predictions is indicated by a higher value, which is better.

p _ TP + TN (13)
CUTAY = TP+ TN + FP + FN

b) Precision: This shows the percentage of positive occurrences that were accurately
predicted relative to the total number of positive instances predicted. It demonstrates the
model’s efficacy in reducing false alarms by showing how many of the detected intrusions
are intrusions. Eq. (14) provides the formula for computing precision from the confusion
matrix. In this case, higher values indicate fewer false positives, which is also better. It
indicates that the system is more likely to be right when it detects an intrusion.
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‘I P
i = —— 14
Precision (14)

c) Recall (Sensitivity or True Positive Rate): This is the percentage of positive instances
correctly predicted relative to all positive instances. By evaluating the model's sensitivity,
we assess its ability to detect all actual intrusions, thereby indicating how well it reduces
false positives. Eqg. (15) provides the formula for its computation. A lower number of

missed intrusions indicates a higher recall value, which is more desirable.

‘I P
_ 15
Recall = TP X FN (15)

d) F1 Score: The idea here is to provide a single measure that shows the balance between
precision and recall. It is the harmonic mean of Precision and Recall, which is useful when
balancing them is needed, especially with an imbalanced dataset. Higher values are also
preferable in this case. Equation (16) provides the formula for its computation.

. _5 Precision - Recall (16)
core = Precision + Recall

e) False Positive Rate (FPR): Here, we can compute the ratio of falsely predicted positive
instances to all actual negative instances using the in (17). It shows the possibility that
NIDS may detect normal traffic as an intrusion, reducing the system’s usability by
generating false alarms. For FPR, lower values indicate fewer false alarms.

IR
PR === 17
FP+TN (17

f) False Negative Rate (FNR): Here we can compute the ratio of falsely predicted negative
instances to all actual positive instances using the in (18). It measures the likelihood that
intrusions will go undetected by NIDS, thereby degrading the system's security
effectiveness. For FNR, lower values are better, indicating that fewer intrusions are missed
by the system.

FN
FNR = 18
N\ FN +TP (18)

4. Results

The experimental results using the NSL-KDD and UNSW-NB15 datasets are presented in this
section. We evaluated the performance of seven Machine Learning models for Network Intrusion
Detection System in our experiment: RF, MLP, KNN, LR, NB, SVM, and XGBoost. We focused on
evaluating key performance metrics, including Model Training Time and Inference Time, by
considering 1. All the features from each of the UNSW-NB15 and NSL-KDD datasets, 2. The Features
selected by our developed feature selection algorithm from each of the UNSW-NB15 and NSL-KDD
datasets, and 3. The Features selected by another existing feature selection algorithm (CFS) from each
of the UNSW-NB15 and NSL-KDD datasets. The results in this section are presented based on the
performance evaluation of both datasets used in this study: UNSW-NB15 and NSL-KDD.

4.1 Performance Evaluation Results for Unsw-Nb15 and NSL-KDD Datasets

This section presents the results of seven (7) NIDS models trained using all the features (NO FS)
of the UNSW-NBJ15 dataset, as well as features selected using the proposed feature selection (PFS)
technique and the correlation-based feature selection (CFS) method. Key performance metrics, such
as precision, accuracy, F1-score, recall, model training time, and inference time, are also presented.
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Table 1. Performance Evaluation Results of NIDS models on the UNSW-NB15 dataset

Model Accuracy ’ Precision | Recall ‘ Fl1-score

NOFS PFS CFS NOFS PFS CFS NOFS PFS CFS NOFS PFS CFS

KNN 0.92 0.83 0.92 0.98 0.88 0.93 0.88 0.81 091 0.93 0.84 0.92
NB 0.65 0.75 0.75 1.00 0.84 0.89 0.36 0.68 0.63 0.53 0.75 0.74
SVM 0.92 0.76 0.89 0.96 0.75 0.91 0.88 0.85 0.88 0.92 0.80 0.90
XGB 0.93 0.93 0.96 0.96 0.96 0.96 0.92 0.92 0.96 0.94 0.94 0.96
LR 0.91 0.76 0.85 0.95 0.75 0.88 0.87 0.85 0.85 091 0.80 0.86
RF 0.94 0.94 0.96 0.96 0.96 0.96 0.92 0.92 0.96 0.94 0.94 0.96
MLP 0.96 0.87 0.95 0.97 0.93 0.94 0.96 0.83 0.96 0.97 0.88 0.95

Table 2: The results of evaluating the accuracy of NIDS models based on the NSL-KDD dataset

Model Accuracy ’ Precision | Recall ‘ F1-score
oae
NO FS PFS CFS NO FS PFS CFS NO FS PFS CFS NO FS PFS CFS
KNN 0.99 096  0.98 0.99 094 098 0.99 097 098 0.99 096 0.98
NB 0.81 0.82 087 0.99 0.75  0.89 0.62 094 083 0.76 0.84 0.86
SVM 0.96 0.83 096 0.97 0.77 097 0.94 092 096 0.96 0.84 0.96
XGB 1.00 098 098 1.00 0.96  0.98 1.00 099 099 1.00 098 0.98
LR 0.96 0.82 092 0.96 0.77  0.93 0.95 0.89 092 0.96 083 0.92
RF 1.00 094 098 1.00 0.97 098 0.99 091 098 0.99 094 0.98
MLP 0.99 092 098 0.99 0.96  0.98 0.99 086 098 0.99 091 0.98
1
0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1
0
NOFS PFS NO FS PFS NOFS PFS NO FS PFS
Accuracy Precision Recall F1-score

EKNN ENB ®SVM EXGB ELR ®RF EMLP

Figure 6: Clustered Column Chart depicting the performance — measured using various metrics -
of the 7 models built using “NO FS”, “PFS”, and “CFS” on the UNSW-NB15 dataset.
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Figure 7: Clustered Column Chart depicting the performance — measured using various metrics -
of the 7 models built using “NO FS”, “PFS”, and “CFS” on the NSL-KDD dataset.

Table 3: Model Training Time and Inference Time of 7 NIDS models on the UNSW-NB15 dataset

Model MTT (s) | IT (s)

NO FS PFS CFS NO FS PFS CFS

KNN 0.12 0.03 0.04 19.99 13.90 11.79
NB 0.34 0.07 0.06 0.08 0.02 0.00
SVM 268.34 209.74 170.49 59.62 22.81 89.12
XGB 4.62 1.01 1.34 0.12 0.05 0.05
LR 2.26 0.58 0.88 0.02 0.00 0.00
RF 18.55 17.21 15.73 0.61 0.47 0.59
MLP 321.62 114.36 133.89 0.18 0.09 0.09

Table 4: Model Training Time and Inference Time of 7 NIDS models on the NSL-KDD dataset

Model MTT (s) | IT (s)
NO FS PFS CFS NO FS PFS CFS
KNN 011 0.04 0.04 31.90 23.08 27.62
NB 022 0.06 0.06 0.06 0.03 0.02
SVM 32835 61520 139.62 60.64 3552 63.29
XGB 532 0.89 141 017 0.08 0.08
LR 323 0.88 093 0.04 0.00 0.00
RF 2061 10.12 11.53 1.35 0.67 0.82
MLP 236.45 12652 106.89 0.08 0.09 0.05
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5. Discussion

This section discusses the implications of the findings of this work in the context of the research
objectives. The results obtained demonstrate the high accuracy of the proposed feature selection
method and its effect on NIDS developed using features from the UNSW-NB15 and NSL-KDD
datasets.

5.1 Discussion of Performance Evaluation Results of UNSW-NB15 Dataset

In the context of network intrusion detection, it is essential to achieve high accuracy, precision,
recall, and F1-score to reliably identify hostile network activity while minimizing false positives and
false negatives. PFS, as depicted in Figure 7 and Table 1 exhibited substantial improvements in several
essential metrics across various models in comparison to the "NO FS" and CFS baseline. This
demonstrates a significant decrease in false negatives (improved recall) and a more optimal trade-off
between precision and recall (higher F1-score).

RF model achieved an accuracy of 94%, indicating that about 94% of all instances in the test set
are correctly classified as either "attack™ or "normal™ with all the features being used, as well as when
PFS was used. The model achieved 96% accuracy with CFS. While accuracy is an important metric,
it may not provide a complete picture, especially in imbalanced datasets where one class is
predominant. Therefore, in actual NIDS settings, accuracy alone might not be sufficient to evaluate
the model's effectiveness.

Precision measures the model's ability to correctly identify "attack™ instances without
misclassifying too many "normal” instances as "attack.” The NB model achieved 100% precision
across all features (Table 1). This shows that all instances predicted as "attack" are indeed "attack™.
High precision means that when the model predicts an instance as "attack,” it is very likely to be
correct. High precision is necessary in NIDS; it enables the system to minimize false alarms, thereby
reducing the workload of security analysts in determining whether an event is an actual attack.

Recall measures the model's ability to capture all actual "attack™ instances without missing too
many. As shown in Table 1, the RF model achieved a recall of 92%, indicating that it correctly
identifies about 92% of all actual "attack" instances when using “NO FS’ and “PFS”. F1 score provides
a balanced measure of a model's overall performance by taking the harmonic mean of precision and
recall. The RF model in this case achieved an F1 score of 94%, reflecting a balance between precision
and recall. When F1 score is high, it means that recall and precision are well balanced. This balance is
particularly useful in situations of uneven class distribution or when both false positives and false
negatives are equally important, as in NIDS.

The model training time of the NB model reduced drastically from 0.34 Seconds (for the “NO FS”
scenario) to 0.07 seconds (in the “PFS” scenario), and the inference time from 0.08 seconds (in the
“NO FS” scenario) to 0.02 seconds (in the “PFS” scenario), which shows a significant improvement
as depicted in Table 3.

Similarly, the other models mostly demonstrated a comparable performance. The XGB model, for
instance, has a similar accuracy (0.93), precision (0.96), recall (0.92), and F1-Score (0.94) to the
“PFS”. The PFS demonstrated a significant decrease in Model Training Time from 4.62 seconds down
to 1.01 seconds. The RF model also demonstrated comparable performance to the PFS, with a slight
decrease in Model Training and Inference times. This implies the potential for zero false positives and
false negatives, which is highly desirable in network security applications.

In addition, the PFS also led to faster training times for most models compared to the "NO FS"
situation, with reductions ranging from a few seconds (e.g., XGB, LR, and RF) to minutes (e.g., SVM
and MLP) as shown in Table 3.

Remarkably, the CFS method exhibited enhancements above the "NO FS" baseline in numerous
instances, as can be gathered from Table 1. However, the PFS generally outperformed CFS or achieved
results comparable to CFS on the UNSW-NB15 dataset. This indicates that the PFS is more appropriate
for selecting the most distinguishing features that are relevant to network intrusion detection.
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5.2 Discussion of Performance Evaluation Results of NSL-KDD Dataset

The PFS, as shown in Figure 8 and Table 3, exhibited substantial improvements in several essential
metrics across various models in comparison to the "NO FS" baseline. For the NSL-KDD dataset, the
NB model built using the features selected by the PFS achieved a slightly higher accuracy of 0.82,
compared to 0.81 in the “NO FS” scenario. This was achieved even though the MTT recorded for the
“PFS” is about one-quarter of the training time taken by “NO FS,” and the inference time is half of the
time taken by the “NO FS”. These are depicted in Table 4 and Figure 8.

The XGB model achieved an accuracy of 0.98 with the “PFS” technique, which is remarkably high
and comparable to its performance with “NO FS” and “CFS,” as shown in Table 3. The precision for
“PFS” is also excellent at 0.96, indicating a low false-positive rate. The recall score of 0.99 also
suggests that the XGB model with “PFS” correctly identified almost all positive instances (attacks).
Consequently, the F1-score of 0.98 demonstrates a good balance between precision and recall.

Similarly, the radio frequency model demonstrated high performance when using the PFS method,
achieving an accuracy of 0.94 and 0.97. The recall rate of 0.98 indicates that the model detected most
attacks, resulting in an F1 score of 0.94, as shown in Figure 4.21. Both the XGB and RF models had
low values of FPRs (0.03 and 0.09, respectively) and FNRs (0.01 and 0.01, respectively) compared to
PFS, which once again highlights their reliability in minimizing false alarms and missed detections.

While the SVM model's performance with the PFS is lower than with NO FS and CFS, with an
accuracy of 0.83, precision of 0.77, recall of 0.92, and F1-score of 0.84, it is important to note that the
variations in performance compared to other feature selection techniques should be expected in some
algorithms and do not necessarily diminish the significance of the “PFS” approach.

In addition to the other performance metrics, the time complexity of the classification models and
feature selection techniques is a crucial factor to consider when implementing NIDS in real-world
scenarios. The PFS appears to offer notable computational efficiency gains, making it a promising
approach for real-time or resource-constrained NIDS deployments.

As shown in Table 4, the XGB, MLP, and RF models consistently outperformed other models,
with the PFS technique demonstrating remarkably low model training times (MTT) and inference
times (IT). Specifically, the XGB model with PFS had an MTT of 0.89 seconds and an IT of 27.62
seconds, while the XGB model with NO FS had an MTT of 5.32 seconds and IT of 0.17 seconds. The
RF model with PFS exhibited an MTT of 10.12 seconds and an IT of 0.67 seconds, while the RF model
with NO FS had an MTT of 20.61 seconds and IT of 1.35 seconds. The MLP model with PFS exhibited
an MTT of 126.52 seconds and an IT of 0.09 seconds, while the MLP model with NO FS had an MTT
of 236.45 seconds and IT of 0.08 seconds. Compared to other models like SVM (with PFS), with
significantly higher MTT (615.2 seconds) and a lower IT (35.52 seconds), the low computational times
obtained here are impressive.

6. Conclusion

This study proposed an Enhanced Multi-Metric Feature Selection Technique — integrating
variance analysis with k-means clustering — to improve the performance of Network Intrusion
Detection Systems. The proposed approach addresses the challenges of irrelevant and noisy features
by identifying the most pertinent features in the dataset, resulting in improved classification
performance, computational efficiency, and adaptability compared to existing methods.

The technique demonstrated exceptional inference and training times across evaluated models,
consistently outperforming the baseline (no feature selection) and achieving comparable or superior
results to correlation-based feature selection (CFS). Notably, the combination of the proposed
technique with XGB and RF models yielded the most significant computational gains, enabling timely
detection and response to potential threats while optimizing the use of available hardware resources.
These characteristics make the approach particularly well-suited for real-time intrusion detection and
resource-constrained NIDS deployments, such as embedded systems and edge devices.
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Overall, the proposed feature selection technique enhances the reliability and efficiency of NIDS
pipelines, providing a promising foundation for scalable and lightweight network security solutions.
Future work should explore its time complexity in high-dimensional feature spaces and its integration
with ensemble models to further extend its applicability across diverse NIDS implementations.

Using the CICIDS2017 dataset, which was created for IDS research, Alfrhan et al. (2020)
conducted experiments with three classifiers — random forest, naive Bayes, and k-nearest neighbors
(K-NN) —on the entire unbalanced dataset. After that, the authors used the SMOTE method to compare
the results of balanced and unbalanced datasets. Based on the overall performance of the Decision
Forest, SVM, and Decision Jungle classifiers, applying the SMOTE approach improved performance.
However, neither Feature Selection nor normalization techniques were reported by the authors during
preprocessing.
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